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Internet Policy Monitoring
The organization reckons that employee behavior online in the workplace has an impact on its performance and can come along with legal consequences. Therefore, the firm ought to institute policies that guide the various methods of using the internet. The policy monitoring strategy and enforcement strategy for my organization concerns ensuring employees sign documents showing their acceptance of policies that avoid unethical behaviors. A useful policy framework helps in the identification of the behavior of employees regarding the use of online platforms of the organization (Tanczer et al., 2019). Employees who are aware of the practices deemed unacceptable in the workplace and know the monitoring efforts to be implemented tend to comply with the introduced policies. The monitoring system has to be performed on the internet servers to find out employees who engage in unethical behaviors.
The legal implications of information systems security policy are myriad. Foremost, there is the issue of security risks. The company’s internet connection is at risk when an employee downloads malware or uploads sensitive information to places outside the business. The business has to ensure that it monitors traffic and control access to its confidential information within the internet (Kuo, Talley, & Cheng, 2019). Secondly, the illegal use of the online platform of the business has to be considered. Some employees may engage in unacceptable behaviors online by using the equipment of the organization. The firm is held legally responsible for the outcome of employee behavior online. Thus the company should employ periodic spot checks of its internet servers to authenticate whether employees are participating in illegal practices online. Thirdly, a legal implication is the inappropriate use of the company’s internet. Some employees may disseminate information with racial undertones or sexual objectification that may hamper the reputation of the organization. 
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